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2Threelines
ofdefence
rebuilTfor

cyberThreaT
The UK’s Senior Managers Regime
seeks to formalise responsibility for risk,
yet the threat of cyber attack sits outside of
traditional risk governance standards, and
means that protecting against such attacks
will require a rethink of the traditional
‘three lines of defence’ model.

4sTrucTural
reforms:
pasTTheir

use-bydaTe?
Structural reforms have consumed an
immense amount of time and effort from
regulators and industry participants in
the past few years, but will they be made
obsolete by more general changes to the
global banking market?

6misconducT
debaTemoves
beyond

regulaTion
The search for industry standards focuses
minds on fostering an open and innovative
environment, writes Philip Alexander,
where good conduct and good
performance co-exist.

8banksadjusT
TosTress-
TesTingas

supervisoryTool
With post-crisis recapitalisations hopefully
in the past, stress-testing has become a
means to push banks to enhance their
risk and data governance.

10reinvenTing
biTsofThe
bank

Fintech start-ups are adept at pulling
apart the banking business, neatly picking
off low-hanging fruit. Joy Macknight
examines the disruptive business models
erupting in the financial industry and the
banks’ response to this wave of innovation.
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“A lAck of personAl responsibility hAs

been commonplAce throughout the

industry,” said UK MP Andrew Tyrie, who
is the chairman of the UK’s Parliamentary
Commission on Banking Standards, upon
release of the commission’s report ‘Changing
Banking for Good’ in June 2013. “Senior fig-
ures have continued to shelter behind an
accountability firewall,” he added.

Individual and collective responsibility at
senior management and board level is being
codified to address this ‘lack’. On March 7,
2016, the Senior Managers Regime (SMR)
will come into effect in theUK. Itwill ask that
banks, building societies, credit unions and
certain firms designated by the Prudential
Regulatory Authority (PRA) – typically large
investment banks and branches of foreign
banks – are able to identify who specifically is
responsible for areas of the business, with
written responsibilities and a map put in
place to formally link these up.

Any staff who take material risk or are
considered to pose a risk of significant harm
to the firm or customers (for example, as
advisors) must be identified by the time the
regime comes into effect and be certified for
their role within the following 12months.

TakingresponsiBiliTy
Michael Ruck, senior associate at law firm
PinsentMasons, says: “[Theauthorities]want
to see increased transparency within firms,
and they want [firms] to almost stop and
think carefully about who should be responsi-
ble, who is the best person, the appropriate
person, for example, whether that be the per-
sonmost experienced in the relevant roles, as
to where that responsibility should fall.When
theywalk through the door, they know exactly
who is responsible forwhat.”

Within financial institutions, the ‘three
lines of defence’model has traditionally been
used to deliver risk governance. The model
outlines: a primary function that owns and
manages risk; a secondary specialist super-

visory risk management and/or compliance
function; and a tertiary function that pro-
vides independent oversight and internal
audit functions.

Patricia Jackson, risk governance leader
at consultancy EY, says that the application
of this model has become skewed. This will
affect the way firms can react to an imposed
model of risk governance, in particular
increased individual accountability.

“A question that arises is whether individ-
uals have the wherewithal to discharge the
responsibility,” she says. “That dovetails with
thinking globally that the way the three lines
of defence model has been applied has put
increasing focus on the second-line control
functions at the expense of ownership of risk
on the frontline. That was a very damaging
outcome. The role of the second line cannot
be weakened, and in fact must be strength-
ened, but you have to have ownership of all
risk – including behaviour – in the frontline.”

Where risk can be defined and quanti-
fied, ownership is possible. A new and ill-
defined area creates a challenge even for
firms applying the three-line model effec-
tively; cyber risk management. In the con-
text of the SMR, this is a hot potato.

ThegreaTesTrisk
The “accountability firewall” that Mr Tyrie
referred to has provenmore resilient than the
electronic firewalls that are used to defend
firms from cyber attack. From JPMorgan to
Nasdaq, major financial institutions have
fallen victim to electronic infiltration, bom-
bardment or both. Tackling this amorphous
threat is enormously complicated. For indi-
vidual firms, calculating the potential losses
and risks that they are exposed to is a real
challenge. Theft of intellectual property does
not require the removal of the property but
the copying of it. Breaking into a firm does
not require any damage to be caused. Intrud-
ers can exist within a firm’s technology infra-
structure for years. The intruders could be

Three linesofdefence
rebuilTforcyberThreaT
Risk
The UK’s Senior Managers Regime seeks to formalise responsibility for risk, yet the threat of cyber
attack sits outside of traditional risk governance standards, and means that protecting against such
attacks will require a rethink of the traditional ‘three lines of defence’ model. Dan Barnes reports.
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foreign government agents breaking in via
the internet or staffmembers.

Investors are voicing concern about the
awareness that boards and senior manage-
ment have of the threat. legal & General
Investment Management (lGIM) has
called for action from the government and
major investors together with the introduc-
tion of compulsory cyber audits, citing
cyber security as “a significant risk to our
investee companies”.

Ken Allan, global information security
leader at EY, says that in the eyes of stake-
holders, the issue has moved from the realm
of IT to the realm of risk governance. “If you
presided over amajor breach, there are often
questions to be asked; they are no longer in
the realm of ‘why were you breached?’ they
aremore in the realm of ‘what you did to pre-
pare for it?’,” he observes.

Sarbjit Nahal, equity strategist at Bank
of America Merrill lynch, notes that 35% of
companies say cyber risk is not on the board-
level agenda and he believes that it should
be. That will require board members who
have knowledge not only of technology but
of cyber security. “We see more companies
hiring people with knowledge of this topic,
able to provide independent oversight over
this,” says Mr Nahal. “Where does this func-
tion sit? Is it board level? does it end at a
chief security officer?”

This is crucial if a firm is to get a perspec-
tive on the risk that reflects its impact on the
whole business rather than the IT team,
warnsMrAllan. “The loss of service on a rack
of servers bears no relation to three years of
research into a brand new drug that [the
company] has been planning to bring to
market,” he says. “IT people in general don’t
understand that.”

CyBerriskgovernanCe
Faced with a new regime for accountability
and a poorly understood threat, boardsmust
have a demonstrable plan for approaching
the problem that can appease stakeholders
and regulators.

InConsultationPaperCP18/15published
in May, the PRA said that while “even a
broadly constituted and well-experienced
board cannot necessarily be expected to have
expertise in every aspect of a broad and com-
plex financial business”, it ought to have “the
diversity of experience and capacity to pro-
vide an effective challenge across the full
range of the firm’s business and the opportu-
nity to explore key business issues rigorously”.

Ms Jackson says that although boards
are not in the same position as senior man-
agement when it comes to knowing or

REGUlATION ANd STRATEGY | reporT

understanding all of the risks to which a firm
is exposed, that does not mean they will
avoid the burden of that riskmanagement.

“Boards will never know all of the risks
being conducted in the firm, they can’t be as
close to it as seniormanagement. It would be
inappropriate for them to be. They don’t run
the day-to-day business,” she says. “The PRA
tried to clarify that earlier in 2015 when it
issued a paper saying, for example, that the
chair of the risk committee is responsible for
the governance of the risk committee and the
way that information flows to it, but board
members are still very fearful that regulators
expect them to manage the risk in a way that
is not possible or appropriate.”

david Patt, senior analyst for corporate
governance andpublic policy at lGIM, argues
that investors do not expect the board to
understand day-to-day IT operations, or to
offer a guarantee, but they do expect the board
to be dealingwith this risk at a strategic level.

“Breaches do happen, however if it were
the case that a firmhad not prepared itself for
a breach, with the board failing to implement
best practice and keep itself informed, then it
would have to answer to investors for that,” he
says. “Risk culture comes from the top.”

removingThemysTery
To successfullymanage the position inwhich
it finds itself, the board of directors will first

need to engage itself in discussion of the
issue and start to remove the mystery sur-
rounding it.

Ms Jackson says: “The board has to ask if
it is getting the right information towork out
if the bank has taken a wrong turn or if the
strategy is taking it into a high-risk area. The
risk appetite discussion is hugely helpful:
asking how much loss they want to take, or
they can take, really crystallises thematter.”

Formalising the approach to managing
this risk in such a way that satisfies the SMR
but goes beyond a box-ticking exercise will
require a rethinking of the three lines of
defence model to specifically deal with cyber
security, says Mr Allan. The first line of
defence would be policies and user educa-
tion and people understanding their respon-
sibilities, and the second line of defence
would require a highly sophisticated moni-
toring capability to track the vast activity
within the firm while looking for anomalies
in the data.

“My third line of defence is going to be
the act of looking outside the organisation,”
addsMrAllan. “Whomight be attackingme?
What do they have to gain by doing that?
What intelligence can I gather to try to
defend against it? So it’s not three lines of
defence as the head of internal audit would
think about it, it’s three lines of defence on a
completely different scale.”

Bit of a tangle: the Senior Managers Regime requires firms to identify the individuals responsible for
specific areas, but the question of who is responsible for cyber risk management is causing problems
within this new model
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Worse still, just two years after the rule
was introduced,many in the industry feel that
it has not produced anything worth the mas-
sive amount of time and effort spent con-
structing it. “In my view, it’s a dead weight
loss. It’s not something that was needed, it
creates cost and doesn’t materially improve
the safety and soundness of the banking sys-
tem,” says one former senior banker. “Other
than that, it’s been a great success.”

Others point to problems with Volcker’s
risk-blind approach to which proprietary
positions are acceptable, and which are not.
“It is evidently alright to make a long-term
illiquid investment in a loan, but if that exact
same cash flow is packaged as a security, then
youhave a problem if youwant to stay in com-
pliance with Volcker,” says Thomas Huertas,
chair of the EY global regulatory network and
former deputy chair at the European Banking
Authority. In other words, taking proprietary
positions on potentially illiquid loans using
depositor cash is permitted, but taking pro-
prietarypositions inprovably liquid securities
with depositor cash is not.

Touse,nopoinT?
In the end, Volcker may be overtaken by other
developments in the derivatives landscape.
Volcker was designed to control banks’ deriva-
tives use, but that use seems to be declining
day by day. Significant increases in required
capital ratios and the introduction of new
liquidity ratios brought in by Basel III have
made market-making a much more expensive
exercise. The steady introduction of manda-
tory central clearing for standardised, over-
the-counter derivatives has added an extra
logistical headache to participation in the
market. Constraints on risk weighted assets
(RWAs) have already prompted some smaller
scale structural changes at big dealer banks.

“Banks have reacted to higher capital
requirements by slashing RWAs. Part of that
is making sure the RWAs you do have are
doing the most for you – making sure you’ve
got your exposures and collateral domiciled

For many years, the Us Volcker rUle

was the poster-child of structural reform in
the banking sector. Though it was never
originally intended for inclusion in the 2010
Dodd-Frank Act, an endorsement from
president Barack Obama and other senior
figures saw it added as a late-stage amend-
ment, creating furious debate over whether
it was appropriate, or even feasible.

In theory, prohibiting banks from engag-
ing in ‘proprietary trading’ – that is, trades
designed solely to turn a profit for the bank,
rather than hedge risk or offer liquidity to cli-
ents – with depositors’ money sounds simple.
As it turned out, the stricture dropped regula-
tors and banks into a rule-making minefield.

Merely defining what did and did not
constitute proprietary trading proved
incredibly complicated. For instance, can
regulators ever tell for sure if a position is a
legitimate hedge, or a speculative trade?
What if a bank pre-hedges a client position it
expects to take on in the near future? Is that
trade in contravention of the rule for the
short time in which it sits on the books with-
out a matching position?

MeeTingVolckersTandards
The amount of time and effort spent resolv-
ing this question and others like it was indi-
cated by the sheer heft of the final Volcker
Rule text, which ran to more than 900 pages
when it was finally introduced in 2014.

Banks have employed a range of tools to
comply with the measure. Chief among these
has been internal infrastructural controls on
trading that can help prove that trades are
legitimate should regulators ever come
knocking. “We have designed software to
check whether a trade is permissible or non-
permissible, and to prevent rogue traders
using synthetic trades to bypass risk and
compliance controls,” says Kelvin To,
founder and president of Data Boiler Tech-
nologies. “However, banks still have a long
way to go and a lot of work to do to be fully at
peace with the Volcker Rule standards.”

StructuralreformS:
paSttheir uSe-bydate?
Structural reform
Structural reforms have consumed an immense amount of time and effort from
regulators and industry participants in the past few years, but will they be made
obsolete by more general changes to the global banking market?, asks Michael Watt.
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in the same place, for instance. Your book is
fundamentally mismatched if your bond
portfolio is in Hong Kong but the derivatives
portfolio that hedges it is in london. A lot of
work has been done around building a con-
sistent booking model, making sure collat-
eral is in the right place, making sure all the
documentation supporting each trade is cor-
rect,” says Keith Pogson, global banking and
capital markets assurance leader at EY in
Hong Kong. “RWAs come at a high premium
in modern banking, so everyone is looking to
eke out a bit more.”

In many cases, this paring back of RWAs
has not been enough to produce a workable
business model that includes large derivatives
trading books. Consequently, some banks
have either made cutbacks in some product
lines, or left markets entirely. The Royal Bank
of Scotland, for instance, has shut down its
equities and equity derivatives business.
Deutsche Bank is pulling back from credit
derivatives, uBS has already exited from
fixed-income trading in general, and other
banks are pursuing radically slimmed down
derivatives operations. uS banks are typically
in a stronger position in terms of capital and
profitability, but a readjustment toward the
derivatives market is under way there, too.

Highlighting the specific impact of indi-
vidual regulatory changes to overallmarket or
bank behaviour is hard, but there is a growing
sense that the Volcker Rule is becoming obso-
lete. “It was a good transitioning discussion,
but if we took the rule away, would all the uS
banks rush headlong back into proprietary
trading? Maybe one or two would, but most
simply couldn’t due to cost increases. Deriva-
tives books are run from a very different view-
point these days,” says Mr Pogson.

FroMVolckerToVickers
Structural reform in Europe, particularly
the recommendations made by the uK’s
Independent Commission on Banking,
known colloquially as the Vickers recom-
mendations after the commission’s chair-
man, Sir John Vickers, promises to be much
further reaching than Volcker. Vickers will
mandate the ring-fencing of the investment
banking activities of uK banks from their
retail activities.

“In some ways Vickers goes a step beyond
similar structural reforms, such as the uS
glass-SteagallAct, as itwill forceuKbanks to
carve up their businesses in a manner that is
really quite radical. It puts limits on the ability
to invest in securities, to engage in derivatives
and foreign exchange trades, and to establish
foreign branches, all of which are legitimate
banking activities.noneof thesewereprohib-

ited for uS commercial banks under glass-
Steagall,” says Mr Huertas at EY.

As with Volcker, the impact of any spe-
cific structural reform programme in other
jurisdictions may be eclipsed by more
generic changes. As Mr Pogson notes above,
banks are becoming more regionalised of
their own accord, aligning capital, liquidity
and collateral to local exposures and local
trading books.

“The universal banking model is suffo-
cating. The global banking model may soon
follow. Perhaps the best that can be hoped
for from the very largest banks is that they
operate a global network of virtually stand-
alone subsidiaries, all covered by a warm,
fuzzy wrapper of branding and service con-
sistency,” adds Mr Pogson.

sTrucTuralconsisTency
Rather than setting up a hodge-podge of
branches, subsidiaries and holding entities
across a swathe of countries, banks are more
and more aiming for structural consistency
across the board. This makes sense from an
operational perspective – having similar
governance structures across multiple loca-
tions means that personnel can be plugged
into different locations without the time-
consuming and expensive training process
that would be required under a clunkier, cus-
tomised operating model.

It is also a popular solution among regu-
lators. The uS Federal Reserve requires for-
eign banks operating within its jurisdiction
to establish themselves as ‘intermediate
holding entities’, effectively a subsidiary sys-
tem that requires banks to hold locally a sig-
nificant amount of capital and liquidity
against their uS activities. The Bank of Eng-
land can also require foreign banks to estab-
lish themselves as subsidiaries if they deem
their activities to be systemically significant.
As this trend picks up speed, the idea of
imposing specific structural reforms could
soon look a little dated. Especially as contin-
uing work on recovery and resolution makes
dealing with a bank collapse a little easier,
and the Financial Stability Board’s total loss-
absorbing capacity (TlAC) proposals make a
bank collapse a little less likely.

“The intent of structural reform was to
increase the safety and soundness of banks
and make them more resolvable. There is
another way to do this more efficiently – the
introduction of TlAC and improvements in
resolution procedures. Had the innovations
been in place quickly after the crisis, I per-
sonally doubt there would have been as
much support for structural reform,” says
Mr Huertas.
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ting standards especially where you most
want them – for instance, the treatment of
staff or customers. These responsibilities can-
not be delegated to regulators,” says Alison
Cottrell, chief executive of theBSB.

respondingToregulaTion
The UK senior managers’ regime introduces
high-level rules including the requirement
for executives and board members to attest
that they have done everything possible to

In november 2015, the Financial Stability
Board (FSB) delivered a report to the meet-
ing of G20 heads of state on progress with
measures to reduce misconduct risk in the
financial sector. Inevitably, the FSB’s focus is
on regulatory steps including rules on pay
and enforcement powers for supervisors.
However, the FSB also noted guidelines pro-
duced by the Basel Committee on Banking
Supervision in July 2015 that exhort bank
boards to set a code of ethics or conduct
intended to “foster a culture of honesty and
accountability to protect the interest of its
customers and shareholders”.

“Given recent events, a better under-
standing is needed of the effectiveness of
financial institutions’ governance frame-
works and the tools, beyond compensation
schemes, to promote appropriate behav-
iours. This should involve both supervisors
and institutions,” said the FSB.

The report is permeatedwith a sense that
regulators are now establishing a substantial
body of conduct rules, such as the UK’s sen-
ior managers and certification regime due to
come into force in March 2016, and a global
code of conduct for foreign exchange mar-
kets that is expected in 2017. Increasingly,
the initiative must pass back to the industry
itself to do more than just complying with
rules and codes. The FSB convened a high-
level panel with industry representatives in
September 2015, whose conclusions
included the need to “integrate behaviour
and ethics considerations in staff hiring, pro-
fessional development, compensation and
promotion decisions”.

In the UK, the response from the indus-
try is being spearheaded by two independent
bodies created with regulatory encourage-
ment – the Banking Standards Board (BSB)
and fixed-income, currencies and commodi-
tiesmarkets standards board.

“Every bank is at a different starting
point, but the industry has a collective chal-
lenge to demonstrate that it canmanage itself
appropriately and focus on the customer, set-

prevent misconduct. The institution must
also demonstrate that key risk-takers and
decision-makers are suitably qualified.

“The senior managers and certification
regime is a compliance challenge, but also a
huge opportunity for banks to look atwhether
they have the right people in the right roles,
both in the management and on the board,
and to fill in any gaps,” says Mikael Down,
director of policy and analysis at the BSB.

Inpractice, industry efforts to raise stand-
ards pre-date the work by regulators. The
Chartered Banker Institute set up a profes-
sional standards board in 2010 and produced
a code of conduct in 2011. To date, about
187,000 banking professionals have attained
the foundation standard, and the intention is
for all customer-facing staff in theUK to have
achieved this level by the end of 2015.

“There is some overlap with the UK
accountability regime, and banks see profes-
sional standards as part of the evidence that
they are implementing individual conduct
rules. But our standards are much more
detailed and go well beyond regulatory
requirements on integrity and putting cus-
tomers first. What we want is not just a posi-
tive culture in each institution, but an
industry aggregate culture,” says Simon
Thompson, chief executive of the Chartered
Banker Institute.

Ms Cottrell says conduct legislation such
as the senior managers’ regime tends to be
intentionally high-level because regulators
actively want banks to take ownership of
their approach.

“Good governance, professionalism and
fitness to practice mean many different
things, and there are advantages to develop-
ing a common sense of what ‘good’ looks like
across the industry and how to measure and
assess it. This may not be the same as a com-
pliance minimum that a purely legal focus
might imply,” she says.

The BSB has been undertaking an
assessment exercise with an initial 10 banks,
to be extended in 2016. This aims to elicit

MisconductdebateMoves
beyondregulation
Industry standards
The search for industry standards focuses minds on fostering an open and innovative
environment, writes Philip Alexander, where good conduct and good performance co-exist.
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input directly from chairs of boards, and
from junior and mid-level staff in different
business units and locations. Topics covered
include how respondents see the culture of
the bank, how far the tone set by the man-
agement is resonating, and how readily staff
feel they can speak up or innovate.

“These are bilateral conversations with
eachmember intended to providematerial for
meaningful and challenging feedback. our
interest is in the detail, not the average, so this
is not a league table exercise,” saysMrDown.

rulesversusprinciples
However, there is a debate within the indus-
try about how far standards or codes should
go into detail, regardless of whether they
are defined by regulators or the industry.
The alternative is a broader examination of
how organisations operate and the princi-
ples that they seek to instil. Roger Steare,
visiting professor of organisational ethics at
Cass Business School and a strategic advi-
sor to Ey, suggests that any codes emerging
from the BSB and other industry initiatives
should be kept simple, based on an appeal
to human virtue.

“The BSB is an opportunity to create a
microculture among its members, to discuss
how to act with integrity and develop diag-
nostic tools to provide client solutions. It can
contribute to an environment of construc-
tive dissent, where people feel able to discuss
what to do and how to do it. The best way to
learn is to emulate good practice that already
exists inmany parts of an organisation – that
is more effective than a half-hour ethics
training session,” he says.

Mr Steare was one of the creators of
MoralDnA, an online ethical psychometric
profile that assesses people based on three
decision-making preferences: the law, logic
and love.

“By understanding howpeople think and
make decisions, we are more likely to be able
to predict their likely behaviour, and in par-
ticular to notice any change in how people
act in the workplace compared with their
personal profile – while the person stays the
same, the context changes,” saysMr Steare.

one crucial insight from this process is
the concept of microcultures. large compa-
nies are highly unlikely to have a single uni-
form culture, but instead present a series of
different environments from the board itself
to individual teams. Each may be subject to
specific cognitive biases that can lead to poor
decisionmaking.

“When you investigate a crisis episode
such as a rogue trader, you almost always
find a tipping point, and that is usually to do
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with individual or team profit and loss going
wrong. It is a binary outcome–do people feel
able to raise the problemwith theirmanager,
is the management style fostering honesty,
or does fear drive people to break the rules,”
says KlausWoeste, a partner in the Ey finan-
cial services human capital practice.

Mr Woeste assesses staff and business
units based on a four-box grid of high and
lowperformance, and high and low integrity.
Regulators see their aim as fencing off the
high-performance, low-integrity corner, but
Mr Woeste says many bankers consider
themselves to be in the high-integrity, low-
performance corner.

“The challenge is to work out what the
high-performance, high-integrity corner
looks like; essentially a business model for
sustainable performance. Excessively
detailed rules will stifle innovation, and that
is perhapswhywe are seeing innovation shift
to the financial technology sector – these
companies are not being told what they can-
not do, so their decision making has a differ-
ent quality to it,” saysMrWoeste.

gloBalandlocal
The report of the FSB high-level meeting
noted a further difficulty in building a corpo-
rate culture that discourages misconduct.
This is the challenge posed by large, global
banking groups, which need to find a bal-
ance betweenmaintaining a coherent organ-
isation while operating on a localised basis.

“The issue was not the articulation of
codes or standards, but their effective imple-
mentation and enforcement across diverse
business lines and across jurisdictions. The
‘tone at the top’ is not always supported by
consistent actions that demonstrate that
conduct and ethical considerations visibly
determine hiring, promotions, professional
standing and success,” the report observed.

Banks have tended to drive standardised
interventions such as training and perfor-
mance management modules, seeking to set
a single tone from the top and break down
silos. But in reality, the conduct of most staff
is shaped by their direct line manager. Some
global banks have developed high-perform-
ing, high-integrity teams that are relatively
separate from the rest of the organisation,
and find it difficult to disseminate the posi-
tive aspects of those teamsmore widely.

“There is a real tension between operat-
ing effective teams that stay close to clients,
and wanting efficient control and surveil-
lance over the whole organisation. We are
not yet at equilibrium on that question, and
banks will arrive at different answers,” says
MrWoeste.
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decisions, we are more

likely To Be aBle To predicT

Their likely Behaviour
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in terms of their capital ratios. But the Bank
of England’s report included lengthy obser-
vations on the shortcomings of data and pro-
cessmanagement at the banks.

“For some banks, the coverage, scope
and adequacy of model management stand-
ards were found to have improved. But oth-
ers needed to make considerable
improvements, including implementing and
embedding model management policies
more fully. Some banks lacked formal pro-
cesses to approve stress-testing models and
had weakmodel governance,” the prudential
regulator noted.

As regulAtors prepAre A new round of

stress-tests, there is growing focus on
enhancing risk management and informa-
tion about systemic risks rather than just
capital adequacy. The Bank of England
unveiled a new strategy for stress-testing
alongside the 2015 test, the results of which
were published on December 1, 2015. The
European Banking Authority (EBA) has also
given more insight into how its 2016 stress-
test will be conducted, with scenarios due to
be published in February 2016, and results
released in the third quarter.

Speaking at a conference at the London
School of Economics in October 2015, the US
FederalReserve’s deputy director for financial
stability policy, Andreas Lehnert, emphasised
the difference between what he called “war-
time and peace-time” stress-tests. The first
type is designed to identify capital shortfalls
and re-establish the credibility of thefinancial
systemand regulators during a crisis.

“Now we have moved beyond that stage
and are well into an economic recovery,
stress-testing has become part of routine
process for regulators and for authorities
that are accountable for financial stability.
Our thinking is that we will go into the next
downturn with a much better capitalised
banking system and with a set of quantita-
tive tools with forward-looking, imaginative
hypotheses about what the risks are in the
system,” saidMr Lehnert.

The 2016 stress-test of 53 EU banks pro-
vides an unambiguous example of this
change. The EBA has decided not to set a
pass/fail threshold for how much capital
banks must be left with at the end of the
adverse scenario.

“However, competent authorities will
apply stress-test results as an input to the
supervisory review and evaluation process,”
the EBA said in an explanatory note.

TesTofgovernance
On a similar note, all seven banks assessed
passed the UK stress-test in December 2015

In addition, the report flagged deterio-
rating data quality in a number of areas,
including net interest income, traded risk
and structured finance.

“While the quantitative impact of stress-
testing remains important for capital and
dividends planning, and the setting of regu-
latory buffers, the focus of regulators is
increasingly on the provision of reconciled
granular data to describe the detailed risks
banks are exposed to, and to test that banks
are able to effectively understand, quantify
and manage these risks,” says Gerald Chap-
pell, a partner in the financial services advi-
sory division at EY.

This also takes the Bank of England
down a similar road to the US Federal
Reserve, which has in the past objected to
bank capital plans in the comprehensive
capital analysis and review (CCAR) due to
perceived quantitative failings. Adam
Girling, a principal in EY’s financial services
office in the US, says future CCAR exercises
could pose a higher capital hurdle if the sur-
charge for global systemically important
banks (GSIBs) is included. Nonetheless, the
distinguishing feature of the CCAR in gen-
eral is the level of sophistication required for
internal scenario development.

“The CCAR is not just a risk or loss-
based stress-test, but rather a comprehen-
sive financial statement and regulatory
capital projection exercise. Banks need to
look at how their balance sheet, income
statement, risk-weighted assets and related
liquidity needs and funding costs dynami-
cally evolve under a stress scenario, and the
leading US banks have incorporated all of
those aspects and their interdependencies,”
says Mr Girling.

ManageMenTTool?
Mr Girling believes firms still need to
developmore robust infrastructure to extend
the stress-testing process to the business-as-
usual capital allocation of the bank. In the
meantime, banks are already using stress-

Banksadjusttostress-
testingassupervisorytool
Stress-testing
With post-crisis recapitalisations hopefully in the past, writes Philip Alexander, stress-
testing has become a means to push banks to enhance their risk and data governance.
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tests to identify particular sensitivities in
their risk-weighted assets models or poten-
tial sources of loss.

“The integration of stress-testing with
risk appetite, business planning and return-
on-equity management is still an aspiration,
rather than being fully embedded at most
banks. That is partly because banks have had
to respond rapidly to regulatory stress-test
demands that impose reporting views,
assumptions and methodology require-
ments which are very different from their
business-as-usual approaches to managing
risks. So they need to focus on being able to
comply with the exercise first, and then look
to extract value by feeding into management
decisionmaking,” saysMr Chappell.

TheUKPrudential Regulatory Authority
is pushing hard to oblige banks to integrate
stress-testing into management and risk
appetite decisions. AlexBrazier, Bank ofEng-
land executive director for financial stability
strategy and risk, announced inOctober 2015
that UK tests would now be used as a coun-
tercyclical tool. Stress scenarios defined by
the regulator will bemore severe at the top of
the cycle, to oblige banks to build capital buff-
ersduring thegood times that canbedepleted
during downturns. Perhaps the most radical
step is the requirement announced by Mr
Brazier for banks to assume continued lend-
ing growth of 10%per year for each of the five
years in the stress scenario.

“We’re not just interested in whether
banks stay afloat. We want the system to be
strong enough to continue to serve the real
economy, even in the storm,” saidMrBrazier.

In other respects, the Bank of England
stress-test is dynamic, with banks allowed to
set out how they would respond to the shock.
Thosemanagement responses themselves are
carefully examined by supervisors, butmay sit
awkwardlywith the loan growth requirement.

“It is true that you do not want a self-
reinforcing cycle of deleveraging, but one
has to think about what would be happening
in the real economy in the stress scenario.
Loan-to-value ratios would be deteriorating
significantly, so it may not be realistic to
expect banks to preserve their risk appetite
in those conditions,” says Cecilia Gejke, head
of stress-testing at Japan’s Mizuho Interna-
tional in London.

expecTedcrediTlosses
Stress-testing is just one aspect of the pres-
sure on banks to strengthen internal risk
data governance. Another major change is
the adoption of the IFRS 9 international
financial reporting standard for credit loss
accounting, which is set for adoption from

REGULATION AND STRATEGY | reporT

January 2018. This will switch financial
reporting from an incurred loss to an
expected loss protocol. Assets must be
moved from one-year expected loss account-
ing to lifetime expected loss in the event of a
“significant deterioration” in credit quality.

In December 2015, the enhanced disclo-
sure task force (EDTF), which is convened
by the Financial Stability Board, published a
detailed 32-page report on the impact of
expected credit loss approaches on bank risk
disclosures. The report concluded that: “For
many banks, significant changes to systems
and processes may be required, which will
require substantial time and resources to
deliver. Some banks will need to develop
and enhance governance over the recogni-
tion and measurement of credit losses, par-
ticularly to develop capability to make
informed judgements about the use of for-
ward-looking information.”

Tara Kengla, an assurance partner in the
financial services team at EY, says there are
estimates already in bank financial state-
ments, including the current loan loss provi-
sioning numbers. But expected credit loss
will require more data points, models, pro-
cesses and controls to audit, potentially lead-
ing to further guidance on auditing this
complex estimate.

“With forward-looking lifetime calcula-
tions there are additional modelling needs
and inputs, and there will also be a need for
additional credit risk modelling specialists
and economists to think about how to incor-
porate the macroeconomic factors and fore-
casting,” saysMsKengla.

To some extent, deciding the trigger
point between one-year and lifetime losses
will place greater emphasis on the govern-
ance elements that are also under scrutiny
in stress testing. The Bank of England
noted in its December 2015 report that cer-
tain aspects of the stress-test required
expert judgement that went beyond pure
financial models.

“There were features of the scenario,
such as falling corporate profits in the UK,
that [we] had expected banks to consider
separately through the use of judgement
and quantitative analysis. Such analysis was
not evident in banks’ submissions,” the reg-
ulator concluded.

The EDTF is recommending that GSIBs
disclose the quantitative impact of IFRS9 on
their financial statement from 2017. Ms
Kengla emphasises, however, that this 2017
disclosure will be based on the portfolio at
that point in time, so investors will not yet be
able to assess the effects of IFRS 9 on actual
reported numbers from 2018 onward.
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Socialconnectivity,data accessibility and
technological advances have come together
to create the right conditions for a surge in
fintech start-ups. Add in a growing capital
stream – global investment in these ventures
tripled to more than $12bn in 2014 – and
there seems to be no shortage of bright ideas.

An estimated 15,000 fintech companies
worldwide are successfully eating away at
the banks’ revenues with innovative prod-
ucts and business propositions in areas
such as alternative finance, peer-to-peer
(P2P) lending, crowd funding, robo advi-
sors and payments.

The industry has witnessed a dramatic
lowering of the barriers to entry, costs of
deploying modern technologies and time to
market, all which have contributed to the
‘democratisation’ of financial software devel-
opment, according to David Webber, man-
aging director at digital banking software
provider Intelligent Environments. “It is the
ability to innovate, deploy quickly and, if
necessary, fail fast that has allowed the alter-
nate finance operations and challenger
banks to emerge,” he says. Intelligent Envi-
ronments provides the software platform
underpinning AtomBank’s mobile apps.

“The role these alternative finance and
fintech firms play in developing and taking
new ideas to market is critical,” adds Mat-
thew Hatch, partner, advisory services, at
EY. “These start-ups can spin up a server and
compete at scale in amatter of weeks.” Cloud
computing has been a major contributor to
the increase in pace and drop in cost, but so
has design thinking and agile and lean devel-
opmentmethodology.

Fintech start-ups are not looking to rein-
vent the whole bank. Instead they are
focused on discrete segments of the value
chain, with the aim of doing one piece better,
faster and cheaper. Colm Lyon, CEO at Fire
Financial Services, calls this trend the “dis-
mantlement” of financial services. “It isn’t
really disrupting because it is still the same
products under the bonnet,” he says. “Finan-
cial services are being unbundled and these

new companies are offering different sec-
tions of the banks’ overall proposition.”

newBusinessmodels
There is no denying that these new start-ups
are disintermediating incumbent financial
services providers. Nutmeg, the first online
investmentmanager, is a case in point. “Most
people don’t have time to manage their own
money, and while they know they don’t have
the expertise either, they struggle on and do
it themselves. They want the best bits of all
worlds: lower costs, access to great service
and someone to manage their investments.
The internet is how we make that happen,”
says Nutmeg CEONickHungerford.

The pain points are clear: lack of time
and transparency, high fees and low returns,
plus what Mr Hungerford refers to as “cul-
tural misalignment”. “Financial advisors
don’t look or sound like the vast majority.
They tend to be in their 50s, white andmale.
They aren’t used to doing business with peo-
ple who are tech savvy,” he explains.

Nutmeg’s aim is to provide clients with a
transparent online money management ser-
vice and help to educate them so that they
can do it themselves. Self-service, as well as
24/7 availability, is seen across fintech start-
up offerings.

In the remittance space, Xendpay
intends to overhaul the traditional money
transfer model, where firms profit from for-
eign exchange spreads and high fees by offer-
ing international money transfers on a ‘pay
what you want’ basis.

Xendpay CEO Rajesh Agrawal says: “I
wanted tomake a difference in theworld and
saw that people are being ripped off when
they sendmoney back home. The onlyway to
change the status quo was by disrupting the
traditional mechanism of money transfers,
whether through technology or pricing.”

A customer can use Xendpay via mobile
and online to send money to a bank account
anywhere in the world and also mobile wal-
lets in many countries. The company sug-
gests a small fee on its website; while 90% of

Reinventingbitsofthebank
Financial technology
Fintech start-ups are adept at pulling apart the banking business, neatly picking off
low-hanging fruit. Joy Macknight examines the disruptive business models erupting
in the financial industry and the banks’ response to this wave of innovation.
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people pay something, 70% of those pay the
suggested fee. “This proves that a newmodel
can work,” saysMr Agrawal.

providingfundingforsmes
Alternative lending ismainly associatedwith
consumer P2P platforms; however there has
also been a sharp rise in fintech start-ups
focused on the small and mid-sized enter-
prise (SME) segment. SMEs have long been
poorly served by the banks, yet account for
99% of global businesses, contribute about
50% of gDP and play an important role in a
dynamic economy.

uK-based Iwoca, for example, provides
financing for the ‘S’ in SME. Its technology
pulls data from different sources, including
Alibaba, Amazon, eBay, cloud-based
accountancy software and bank statements,
and uses it to assess the lending risk for
small businesses.

“Customers share information about
their business to streamline the application
process,” saysCEOChristophRieche. “It takes
minutes to apply and funds are in their bank
account within hours or days of an applica-
tion, versusweeks ormonths for banks.”

The banks historically ignored this seg-
ment because it proved too costly to do in-
depth due diligence for each customer.
“Technology can reallymake a difference,” he
says, “because it can help to understand
every single customer in a better way. We
have reduced the cost of underwriting by
90%.” In the uK banks will soon be obliged
to share rejected leads with alternative lend-
ing players through platforms designated by
the British Business Bank.

uS-based Kabbage also leverages data
accessible online to provide SMEs with capi-
tal. Importantly, it is not just a one-time data
pool but continuous access. “Thismeans that
it is possible to truly understand the small
business’s cash flow over a longer period of

time and therefore to create products that fit
that business,” says Rob Frohwein, CEO and
founder. Kabbage’s offering is a “fully auto-
mated, living, breathing line of credit” that
canmove up or down depending on the busi-
ness’s performance.

While having banks refer rejections to
alternative lenders is a good first step, Mr
Frohwein argues that a deeper strategic rela-
tionship is needed. “To bring long-term bene-
fits, both organisations need to partner in a
technically integrated way,” he says. For Kab-
bage, thatmeans the customerexperience lives
on the partner bank’s site. “We provide the
underlying end-to-end technology. While the
bank’s look and feel guides the customer inter-
face, we consult with the bank to ensure they
engage inawayweknowsmallbusinesses love.
Inaddition,weassist inmonitoringandservic-
ing the customer,” saysMrFrohwein.

PayPal – which successfully made the
journey from fintech disruptor to financial
services heavyweight – has also moved into
the SME finance space, leveraging the deep
relationships it holds with its customer base.
PayPal Working Capital launched in the uS
in late 2013, and then expanded into the uK
and Australia a year later.

“Many small businesses process the
majority or potentially all of their sales
through PayPal, which gives us access to an
extremely rich data streamand awindow into
the health of their business,” says Norah Coe-
lho, director of PayPal Working Capital uK.
“The principles behind PayPal’s innovative
platform are fast, flexible and fair funding.”

The solutionoffers a single fixed fee,which
is transparently displayed at the point of appli-
cation; a short application and funding pro-
cess, taking minutes instead of hours; 24/7
availability; and a ‘repay when you get paid’
mechanism. “The customer pays a fixed per-
centage of their daily sales and that allows the
repayment toflexaccordingly,” saysMsCoelho.

harnessingBigdaTa
Being able not only to capture but success-
fully apply ‘big data’ is another characteristic
of many new start-ups and one that will pro-
duce significant advances in overall cus-
tomer experience within the next five years,
predicts Jan Bellens, global emerging mar-
kets leader and Asia leader, banking and
capital markets, at EY. “This advance will be
driven by fintech, not necessarily entrepre-
neurs but larger ecommerce players or other
institutions with access to data lakes and
data scientists,” he adds.

The next frontier for Kabbage is to use
big data to develop ‘hyper-personalised’
experiences and products. “We want to be
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putting money behind start-ups, which is a
way for them to get into the game,” he says.

Alternative SME finance is one area see-
ing a lot of interest from tradition banks. For
example, Commerzbank invested in Iwoca in
July 2015 through the bank’s venture capital
subsidiary, CommerzVentures. Kabbage
signed a deal with INg in June, followed by
Santander InnoVentures and Scotiabank.

Mr Lyon is of the opinion that banks are
better off partnering than doing it them-
selves. “There is compelling case to enter
into partnerships because of the speed by
which things are changing,” he says. “In the
next five to 10 years banks will do a bit them-
selves; they will partner with third-party
payment service providers, foreign exchange
gateways and alternative lending platforms;
and then over time they will look to acquire
some of those players.”

ThepowerofBlockchain
While new technology is erupting across
financial services, none has received more
attention this year than blockchain, or dis-
tributed ledger technology. Both Mr Bellens
and Mr Hatch believe it has great potential
for transforming financial infrastructure.
“Many pilots and prototypes for blockchain
technology are being deployed with good
results,” saysMr Bellens.

For example, London-based start-up
Everledger has used the technology to pro-
tect insurers against diamond fraud. “Every
diamond has a serial number and the policy
against that number is accessible via the
blockchain to all diamond insurers,” says Mr
Bellen. “That is an example of where block-
chain can rapidlymake a vast difference.”

Thirty global banks have now joinedR3’s
distributed ledger initiative. According to
CEO David Rutter, the goal is to build a
shared ledger approach that works for mem-
bers, based on the premise that existing
technologies are not fit for purpose. The con-
sortium has received 40 suggestions from its
members and is currently working on trade
finance, issuance and derivatives smart con-
tract use cases.

Mr Bellens believes that blockchain
could play an important role in the regula-
tory and compliance arena, for example
Know Your Customer, anti-money launder-
ing and sanctions, where to date there has
been less focus and investment. “This will be
the new battleground for innovation, at least
from the incumbents,” he says. He hopes to
see more initiatives that will help decrease
the banks’ burden, as well as ensure that fin-
tech companies are up to scratch on regula-
tory issues.

able to dynamically generate a product for a
small company that is based on its unique
circumstances that we can assess very rap-
idly,” saysMr Frohwein.

Mr Hatch suggests that even referring to
a ‘demographic’ will be out-dated in the
future when each consumer can be personal-
ised based on their data.

Additionally, Mr Bellens sees fintech
companies using big data for advanced risk
modelling. He highlights Alibaba, which has
built its own credit score based on customers’
retail activity and payments via Alipay. “Alib-
aba could capture maybe 80% of a person’s
behaviour, compared with a credit card risk
model of a bank, whichmight see 15% to 20%
of a customer’s activity,” says Mr Bellens. “If
Alibaba can leverage the data and perform
the right analyses, it could have amuch better
view on the actual credit score and credit risk
of a customer than a bank has.”

Eugene Danilkis, CEO atMambu, a soft-
ware-as-a-service banking platform pro-
vider, sees innovation in automatically pull-
ing data from different sources into specific
business processes. “For example, if a com-
pany is evaluating agriculture loans, it could
pull in or estimate weather and market fore-
casts over next 12 months into the financial
assessment process,” he says. “Today that
process is donemanually, which takes a lot of
time and is prone to error.”

Mr Hungerford, on the other hand, does
not think that the wealth management
industry has got to grips with big data,
including Nutmeg. “However, I can imagine
a future where we track what a customer is
saying on Twitter about having a baby and
then offer them the option of creating an
investment fund for that child,” he says.

compeTeorcollaBoraTe?
There has been much debate over whether
fintech companies are pure disruptors, able
to change theworld on their own, or whether
they need to co-operate with banks in order
to gain scale. “More often their business
model is designed around collaboration with
traditional banking and infrastructure play-
ers in the market,” says Mr Hatch. Eighteen
months ago he saw a fair amount of ‘disrup-
tion denial’ from banks, whereas today he
sees greater collaboration and investment.

The challenge for banks, according toMr
Danilkis, is that they are trying to play both
defence and offence at the same time. “They
are trying to defend existing market share,
while figuring out how to stay relevant in a
digital future. Some of the organisations are
approaching the market by either funding
platforms, such as alternative lending, or
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